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VMinformer Professional

The market leading security assessment tool
for virtual environments

professional

The explosive growth of virtualisation raises new challenges for securing virtual
Features and Benefits assets and data. VMinformer uniquely reports on the security disposition of
virtualised environments and makes recommendations for remediation to your
preferred policy standards.

Are you finding that your dynamic virtual environment is out of control and you
have no visibility on the security of your infrastructure?

Take control of your virtual assets today by using VMinformer to assess, secure
and maintain your virtual environment.

Organisations who use VMinformer in their virtual environment can easily
demonstrate they are meeting their own security benchmarks as well as
regulatory compliance initiatives.

VMinformer implements VMware’s own security hardening guidelines as well
as directives such as DISA STIG, CIS benchmarks and ISO 27005.

Graphical Dashboard

A graphical security dashboard provides a global view of your environment, and
clearly highlights the overall security state of the virtual infrastructure.
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Technical Specifications

Policies

Policies can be fully customised to suit the requirements of your business. Policy
rules can be grouped together enabling rapid identification of key areas of
concern. VMinformer references standards such as I1SO 27001 and CIS
benchmarks.
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(435 A-10.10 Monitoring

@ Pass (21)

- Fail (10)

(#1435 A.11.2 User Access Management

4 A.11.2 Operating System Access Control

O Fail (4)

o A11544-Set i issions and hip on esxcfg-auth

o A11545-Setting i issions and hip of all /usr/sbin/esxcfg-files
e A115.15-Prevent Root Login at the Physical Console

o A11542-Setting i ip and configuring the setuid bit for the required setuid programs

ass (2)
0 A11.5.1.4 - Verify that the NOPASSWD entry does not exist in the /etc/sudoers file



Classification

Each policy rule that is assessed against the
virtual infrastructure is assigned a severity level,
enabling organisations to quickly classify risk
levels and respond.
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Business Assets

Standard virtual management tools do not
provide a business centric view. Using
VMinformer virtual machines can be asset
tagged according to their importance or function
within the business.

Virtual Machines are your business assets, they
are core to what you do and are a vital part of the
day to day activities of your organisation.
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Reporting

Assessment information can be extracted for
remediation. Management summary information
and report filtering enables you to provide clear,
concise information for your IT governance
officers and auditors.

Remediation

Each policy exception is clearly detailed. Step by
step remediation guidance is provided which
enables you to fix the issues with minimal
downtime.

Rule Name: Disable copy and paste operations between guest os and remote console

Recommended Values:
Disable Copy - TRUE
Disable Paste: TRUE
GUI Options: FALSE

Visual Storage Maps
VMinformer provides you with a visual map of
where your virtual machines are stored.

Select a Datacentre from the list to

view its Datastores = vmi_vm01... —
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Storage volumes can be inspected to identify
potential data leakage or data loss issues. A
breakdown of virtual machine types enables you
to see how many snapshots, thin and thick
provisioned machines you have per storage
volume.

Datastore Volume Spit
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Distributed by:- CGRRUS Management Solutions Ltd

Milton Park Innovation Centre,
‘ ER R U S 99 Milton Park,
Abingdon,
...... mobilising innovation 5o dshire OX14 4RY
Tel: +44(0)1235 854048

Email: info@cirrus-ms.co.uk
Web: www.cirrus-ms.co.uk
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